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E-Safety & Digital Safeguarding Policy 


[bookmark: _heading=h.hex325s3z8bd]Introduction
E-Safety is an issue that all staff within Twynyrodyn Community School take seriously. This policy applies to all members of the school community (including staff, pupils, volunteers, parents/carers, visitors, and community users) who have access to and use school ICT systems, both in and out of the school.
This policy has been written in accordance with the South West Grid for Learning guidelines, the professional body recognised for appropriate E-Safety standards.
The Education and Inspections Act 2006 empowers Headteachers to regulate the behaviour of pupils when they are off the school site and to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying or other e-safety incidents covered by this policy which may take place outside of school but are linked to membership of the school.  The Education Act 2011 increased these powers with regard to the searching of electronic devices and the deletion of data.  The school will deal with such incidents within this policy and its associated behaviour and anti-bullying policies, and will, where known, inform parents/carers of incidents of inappropriate e-safety behaviour that take place out of school.

[bookmark: _heading=h.ruhwtjx7fztk]Roles and Responsibilities
[bookmark: _heading=h.rcnmkaw7gp4n]Governors
Governors are responsible for approving the E-Safety Policy and reviewing its effectiveness. This will be achieved by receiving reports about e-safety incidents and monitoring outcomes. 
The Governor with responsibility for e-safety will:
· Hold meetings with a member of staff responsible for e-safety
· Monitor e-safety incidents within the school
· Report to the relevant Governors’ meetings

[bookmark: _heading=h.yikc1iyjsqup]Headteacher and Senior Leaders
The Headteacher has a duty of care for ensuring the safety (including e-safety) of all members of the school community, though day-to-day responsibility for e-safety will be delegated to the E-Safety Officer.
The Headteacher and Senior Leadership Team (SLT) should be aware of the procedures to follow in the event of a serious e-safety allegation being made against a member of staff (see flow chart on dealing with e-safety incidents and relevant Merthyr Tydfil CBC disciplinary procedures).
They are responsible for ensuring:
· The E-Safety Officer and relevant staff receive suitable training
· A system is in place for monitoring and supporting those who carry out internal e-safety monitoring roles
· E-safety monitoring reports are received from the E-Safety Officer

[bookmark: _heading=h.mx3g7owfbw18]Network Manager
The school network is externally managed and maintained by the Local Authority. Although Twynyrodyn Community School does not directly manage the network, it is responsible for ensuring that the managed service provider complies with all e-safety measures as outlined in this policy.
Responsibilities include:
· Ensuring the technical infrastructure is secure
· Enforcing password protection policies
· Applying and updating the LA’s filtering system
· Keeping up to date with e-safety technical developments
· Monitoring network and internet use
· Ensuring regular updates to monitoring systems

[bookmark: _heading=h.eqysqo73rf7e]Teaching and Support Staff
All staff must:
· Maintain up-to-date awareness of e-safety matters and school policies
· Read, understand, and sign the Staff Acceptable Use Policy (AUP)
· Report suspected misuse to the Headteacher or SLT member
· Communicate with pupils and parents only via official school systems (e.g. Seesaw, Teachers2Parents, Hwb)
· Embed e-safety education into teaching
· Monitor pupils’ digital activities and respond appropriately to breaches
· Pre-check websites used in lessons and guide pupils accordingly

[bookmark: _heading=h.xndzarnvr6wy]Child Protection Officer
The Child Protection Officer must be trained in e-safety and understand that technology can create additional safeguarding risks, such as:
· Sharing of personal data
· Access to illegal/inappropriate materials
· Inappropriate online contact or grooming
· Cyber-bullying

[bookmark: _heading=h.zf5d05ojmddh]Pupils
Pupils must:
· Use digital systems according to the Pupil Acceptable Use Policy
· Understand plagiarism and copyright
· Report misuse or access to inappropriate content
· Follow rules on mobile device and image use
· Adopt good e-safety habits both in and outside school

[bookmark: _heading=h.13xpphwxyg7t]Parents/Carers
Parents and carers play a vital role in promoting safe and responsible technology use. The school supports this through:
· Parents’ evenings, newsletters, and website updates
· Information sessions and e-safety campaigns
· Parents are asked to support the school by following guidance on use of digital images, parental access to school systems, and management of children’s personal devices.

[bookmark: _heading=h.aven24o09ua]Community Users
Community users accessing school ICT systems must sign a Community User Acceptable Use Agreement before being granted access.

[bookmark: _heading=h.8eigavw3y67w]Education – Pupils
E-safety education is embedded throughout the curriculum, including Computing, RSE, and assemblies.
 Pupils will:
· Receive planned and progressive e-safety education
· Be taught to validate online information and respect copyright
· Learn safe and responsible digital behaviour
· Be guided when using the internet in lessons
· Observe staff as positive role models in digital use

[bookmark: _heading=h.g0z7r4et98pe]Education – Parents/Carers
Parents will receive e-safety guidance through:
· Curriculum activities
· Letters, newsletters, and the school website
· Parent information sessions

[bookmark: _heading=h.u4qdt44t0ab3]Education – The Wider Community
Twynyrodyn Community School encourages responsible ICT use across the community through:
· Family learning sessions on digital literacy and e-safety
· Targeted e-safety messages for parents and relatives
· E-safety information on the school website

[bookmark: _heading=h.7l98tcfz6i9t]Education & Training – Staff and Governors
All staff will receive e-safety training during induction and through regular updates. Governors will also receive training via Local Authority or school-led sessions, particularly those involved in safeguarding or child protection.

[bookmark: _heading=h.d24nt5c7qdtr]Technical – Infrastructure, Filtering and Monitoring
Twynyrodyn Community School operates under a managed ICT service provided by the Local Authority.
The school will ensure:
· Systems meet safety and security standards
· Regular technical audits are completed
· Access rights and passwords are secure and regularly updated
· Virus protection is current
· Secure management of administrator passwords
· Proper use of removable media and encryption of personal data

[bookmark: _heading=h.g6b1z6b7n25]Use of Digital and Video Images
To protect staff and pupils:
· Images must only be taken on school devices
· Parental consent must be obtained for publishing images
· Pupils’ full names will not be used online
· Staff and parents will be educated on safe image use
· Photos shared publicly will be carefully selected

[bookmark: _heading=h.65vfsmx2kaf8]Communications
All communication via school systems (email, VLE, messaging) must be professional, appropriate, and monitored Personal email or social media use for school matters is prohibited.

[bookmark: _heading=h.b0svit1c6x0m]Social Media – Protecting Professional Identity
Staff must:
· Avoid referencing pupils, parents, or staff online
· Keep social media security settings private
· Not accept or send friend requests to parents or pupils
· Not discuss school matters publicly
The school’s professional social media use will be monitored by SLT.

[bookmark: _heading=h.hr9sz2wjwxey]Unsuitable/Inappropriate Activities
The school prohibits illegal, harmful, or inappropriate online activities, including:
· Accessing or sharing illegal images or extremist content
· Cyberbullying, grooming, or discrimination
· Accessing pornographic, violent, or offensive material
· Using school systems for personal business or unapproved activities

[bookmark: _heading=h.qlys9rtyf9wp]Illegal Incidents
Suspected illegal online activity (e.g. child sexual abuse imagery, grooming, or racist material) must be reported immediately to the police and the Headteacher. The investigation process will ensure evidence is preserved, documented, and handled securely.

[bookmark: _heading=h.4q8vgysofm7e]School Actions & Sanctions
Breaches of the E-Safety Policy will result in sanctions appropriate to the incident’s severity, following the school’s Behaviour and Disciplinary Policies. Actions may include warnings, loss of ICT access, parental involvement, or police referral.

[bookmark: _heading=h.owh9onv53jpo]Use of Mobile Phones
[bookmark: _heading=h.1uvi2uohx1zg]Staff & Agency Policy
· Mobile phones must be switched off and stored securely during the school day.
· Staff must not use personal phones to contact pupils or parents.
· Inappropriate use of phones or images will be treated as a disciplinary issue.
[bookmark: _heading=h.tprbbxpa8f81]Parents, Visitors, and Volunteers
· May not use phones to photograph pupils except at public events (e.g., sports day) and only their own children.
· May use phones only in the staff room or office area.

[bookmark: _heading=h.m1csekxglswi]Pupils
· Pupils should not bring mobile phones to school unless necessary for travel safety.
· Phones must be handed to the class teacher each morning and collected at home time.
· Phones found in use will be confiscated until the end of the day.
· Inappropriate use (e.g., photographing others) will be treated as a serious offence.
· The school accepts no liability for lost or damaged phones.
Parents should contact pupils via the school office during school hours.
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